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Abstract: Blockchain is now widely used in various industries due to its openness, transparency, autonomy, imtamability,
decentralization, and traceability. With the wide application of blockchain technology, its security problems have also brought
significant challenges, seriously affecting the implementation of blockchain applications. Data on the traditional blockchain is
open to the entire network node. The update operation of data records is also transparent, accompanied by the leakage of user
information. Although blockchain has the characteristics of anonymity and privacy, with its development, it has not been easy
to meet users' needs. How to effectively protect user data privacy, realize data sharing on the blockchain, and ensure the
security of data integrity, transmission efficiency, storage efficiency, and application is very important to break through the
bottleneck of the development of blockchain technology and promote its application. This paper proposes a traffic data resource
access control scheme based on blockchain technology by combining the attribute encryption access control system based on
ciphertext strategy based on blockchain's distributed ledger technology and the openness and imtamability it brings. In this
scheme, the task of attribute encryption is to ensure the security involved in the process of plaintext and ciphertext conversion
and the efficiency of data sharing, and to implement a one-to-many access sharing policy, to enhance the safety of the access
sharing system and improve the efficiency of the access control module. This paper introduces the access control mechanism
from two aspects of system architecture and the access sharing process. Then the attribute encryption mechanism is designed.
The design process includes symbol description, primary structure, algorithm design idea and algorithm construction. Finally, the
functionality and security of the access control mechanism are analysed.
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in 2008, blockchain technology and architecture have
developed rapidly and are now widely used in many fields.
With the development of technology, as the transaction
information on the blockchain is open to the nodes joining

1. Introduction

In the era of big data, data resource sharing has become an

essential part of people's lives and a necessary part of smart : ' )
cities. People should pay critical attention to sharing the blockchain system, data privacy, key protection,

efficiency and privacy protection. Since the emergence of ~ CryPtographic algorithm security, and many other aspects of
cloud computing, secure data sharing in distributed b}oclfcham are facing challenges. Bas'ed on blockchain's
environments has always been a hot and challenging topic. FilStI’lbutE?d: led'ger technology and its openness and
Users and cloud providers often belong to different imtamability, this paper proposes a traffic data resource access
management or security domains. The difficulty of control scheme based on blockchain technology by combining
cloud-based data sharing lies in how many trusted users can be the attribute encryption access control system baseq on
deployed on the cloud provider side. A blockchain is a  ciPhertext strategy. In this scheme, the task of attribute
distributed database ledger in which the data stored on the encryption is to ensure the security involved in the process of

blockchain cannot be changed. Since the birth of blockchain plaintext and ciphertext conversion and the efficiency of data
sharing, and to implement a one-to-many access sharing
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policy, to enhance the safety of the access sharing system and
improve the efficiency of the access control module [1-4].
According to the decentralized characteristics of the
blockchain system, the communication between the
data-sharing visitors and data owners can be completed safely
and smoothly without the participation of a third party [5-7].
At the same time, the hybrid consensus mechanism can be
used as conditional judgment to realize access requests [8, 9].

2. Access Control Mechanism

This section focuses on two modules, including the system
architecture and flow of traffic data resource access control
mechanism based on blockchain technology.

2.1. System Architecture

This paper will design the access control system from the
following four modules: access requester, information owner,
alliance node group, and blockchain network. The essential
functions of the four modules are designed in detail as follows:

(1) Access requester: the user applying for access to a
shared data resource. This node can be any user node in
the system. The access requester can obtain access
permission by using the current representative node of
the information owner.

(2) Information owner: it is mainly responsible for three
tasks: the first is to encrypt the original information in
the system; the second is to pre-set the access and to
share the structure of the data; the third is to initiate the
chain request to the server group of the transportation
union, to store the ciphertext. If the request visitor wants
to obtain the key to parse the ciphertext, the condition of
sharing access structure permission must be met. Only
when the state is completed can the key be used to
decrypt the ciphertext and obtain the original data
transmitted by the information owner, that is, plaintext
information.

(3) Union group of nodes: its function is mainly responsible
for the information shared by the owner store and
broadcast, encrypted file implementation chain, and
transaction, and the ability to encryption ciphertext
based on the structure of the information owner Shared
access to access the requester's attributes in judgment,
then to access the requester sends ciphertext, the
ciphertext is based on the requester with public key
encryption and information access structure of the
owner.

(4) Blockchain network: receive the attribute encrypted
ciphertext with access structure broadcast by the server
node of the union.

The traffic data resource access control architecture based

on blockchain has five main parts, including the access
requester, the information owner, the alliance nodes, the

blockchain network and the blockchain chain storage structure.

The so-called information owner can also be regarded as the
owner of data resources. It encrypts data on the client-side and
can customise access policies, thus realising fine-grained

access control. The access control mechanism based on
CP-ABE (Ciphertext policy attribute-based Encryption) and
proxy re-encryption technology combine to enable users to
achieve one-to-many or one-to-one access to the share, which
improves the flexibility of access control. Users can obtain
encrypted files only after obtaining the permissions specified
by the information owner through the personalised access
control policy to access shared data. This improves access
control security.

2.2. Share Access Process

The process of access sharing mainly consists of six stages:
access request initiation, file encryption, consensus
completion, transaction verification, file upload, decryption
and download.

(1) Access request initiation: Through the blockchain
network, the access requester initiates access to the
information data of the information owner.

(2) File encryption: When information owner B receives
the user access request, it will be encrypted in advance
of the access control of clear structure and information
access control. At this point, the information owner B
can choose the way of encryption; there are two ways,
one is based on the attribute of the one-to-many
encryption ciphertext, the other is for the user of A
property broker heavy encryption ciphertext, after
completing the process, The encrypted ciphertext is
finally sent to the federation server.

(3) Consensus completion: After receiving the ciphertext of
B, the union node group will further judge it to
determine whether the ciphertext belongs to a
one-to-one or one-to-many encryption ciphertext.
Suppose the ciphertext is a one-to-one property proxy
ciphertext. In that case, the accounting nodes generated
by the transportation organisation federation server
farm need to perform proxy encryption on the ciphertext
and then broadcast the proxy -ciphertext after a
consensus is formed. If the ciphertext is a one-to-many
attribute encryption ciphertext, the billing node
broadcasts the ciphertext after a consensus is reached.

(4) Transaction verification: Alliance nodes verify
transactions and data integrity.

(5) File upload: After verification, the proxy re-encrypts the
ciphertext and stores it on the billing node.

(6) File decryption and download: When the blockchain
network receives the broadcast transaction, the
blockchain network will send feedback to the
blockchain node to remind the user of the access request
node. User A can access the ciphertext on the chain.

3. Attribute Encryption Mechanism

Nowadays, many fields have widely used an
information-sharing system based on blockchain technology.
To better realize fine-grained access to blockchain data,
improve the security required in the access process, and solve
the problems of privacy protection and data retrieval problems
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in the traditional blockchain data sharing system, This paper
designs an access control scheme of searchable proxy
re-encryption based on attributes. This section will introduce
the symbol description, primary structure, algorithm design,
ideas and contract design of the attribute encryption access
control mechanism based on the blockchain.

3.1. Symbolic Description

This scheme adopts the access control mechanism based on
attributes, combines searchable encryption and proxy
re-encryption, and realizes users’ functions of data sharing,
tracking and fast retrieval. The blockchain sharing scheme
with searchable agent re-encryption can effectively solve data
privacy leakage and quick query of traditional blockchain, and
specifically adapt to the information resource sharing with a
large amount of data and frequent interaction. Proxy
re-encryption can implement the data owner and multiple data
encryption technologies, the data sharing between the second
through the searchable symmetric encryption to construct the
inverted index structure, perform a binary search algorithm
can use the keyword search keyword quick query token of the
data, to improve the efficiency of data users access but also
protect the plaintext data privacy [10-12]. All variable
symbols designed in this scheme are shown in Table 1.

Table 1. Symbolic description of access control mechanism.

Symbol Description
GP, PK, MSK  System public parameter, System public key, System master key
U, Sx System total property set, User X property set

m, k Original information plaintext, System security parameters
PKx, SKx The public key of user x, The secret key of user x

(Mx, px) Access shared architecture

CT Metadata ciphertext

CTA, CTB Original message ciphertext, Agent re-encrypt ciphertext
rkA->B The agent re-encrypts key

3.2. Basic Structure

The primary participating entity is: the data owner, data
users, external databases, and miners.

Data Owner: The data owner encrypts the data using the
proxy re-encryption technology, extracts the keywords {wl,
w2..., w3}, and generates a keyword index. Finally, the data
owner forms the transaction and broadcasts it to the blockchain
network. The union cluster nodes in the network verify that the
transaction is correct and then add it to the block.

Data users: Data users in this model are all users who apply for
access and use of information resources. The user has their own
key, and when the user requests access to the data, they first initiate
a transaction (Token with an additional search Token) to the
blockchain. After the verification node verifies the Search Token
and index match successfully, it sends the location of the file and
the key re-encrypted by the agent to the user, who then requests the
data ciphertext from the external database.

External database: Stores encrypted raw data.

Miners: Miners in this model refer to the union cluster
nodes, which verify the transaction, verify whether the index
matches the Search Token, and send the storage location of
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data and the key re-encrypted by the agent to the user after
meeting the conditions.

3.3. Algorithm Design Idea

In traditional blockchain technology, the global ledger that
stores transaction information is open to any node that joins
the blockchain system. Blockchain data privacy needs to
strengthen further and perfect searchable encryption and
proxy heavy encryption technology based on search agent
under rich encrypted blockchain data privacy protection
scheme, can reduce the storage load block chain, realize data
sharing, one-to-many data privacy protection at the same time,
improve the efficiency of search, These will be of great help to
improve the quality of information resource sharing model
with large data volume, frequent transactions and many
information islands [13].

The searchable proxy re-encryption blockchain data sharing
scheme based on attribute encryption uses the proxy
re-encryption algorithm to encrypt the original data [14-16].
Only the data querier with the proxy re-encryption key can
transform the data and then decrypt the plaintext data. This
method protects the user's data privacy. The sharing scheme
also adopts the keyword inverted index structure [17, 18]. The
miner node can quickly query the storage location of
ciphertext data by executing a binary search algorithm to
locate the corresponding keyword index item. In the process
of designing the algorithm, the ideas and techniques involved
are as follows:

3.3.1. Attribute Encryption Based on Ciphertext Policy
The basic algorithm usually consists of the following four
steps:
a. System initialization: select a security parameter A to
generate the public key PK (public key) and master key
MK (master key) required by the system.
b. Cipher Text is generated with access policy A, public key
PK and data to be encrypted as input.
c. Key generation: input Mk and a set of attributes to
generate a private key SK (Secret Key).
d. Decryption: After obtaining the ciphertext, the user
whose attribute set meets the access structure can
decrypt the ciphertext.

3.3.2. Ciphertext Search Based on Searchable Encryption
Symmetric searchable encryption requires symmetric key
interaction between data owners and consumers, but the
computing performance is more efficient. The general
symmetric searchable encryption algorithm includes the
following four steps:
a. (MK, pp) = KeyGen(A): Input security parameters, and
form key Mk according to the security parameters.
b. I, = Enc(MK, w, pp): Using the generated key Mk and
keyword w, generate keyword ciphertext index Iw.
c. TK = TokenGen(MK, w, pp): Using the generated key
MK and keyword w, generate the search token TK.
d. B = Test(MK, I, pp, TK) : Match index and search
token, return search result {0,1} if successful.
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Public key searchable encryption is the earliest public-key
searchable encryption mechanism that does not require key
interaction. Which is described as follows:

a. Setup(A): Input safety parameter A and output global

parameter PARAMS.

b. KeyGen(Params): Key generation algorithm, according
to the global parameter Params, generates public key PK
and private key SK.

c. PEKS(w, PL,I) : Data encryption and secure index
generation algorithm, according to the extracted
keyword W and using the receiver's public key PK to
encrypt and index the data, and finally input the keyword
ciphertext C and index I.

d. Trapdoor(w’,SK) : Trapdoor (w',SK): Trapdoor
generation algorithm. The query user meeting the
conditions uses the keyword w' and the private key SK to
generate the Trapdoor TW that cannot disclose the
search keyword.

e. Test(PK, C, Ty, I): Search algorithm, which will match
the keyword trap gate TW submitted by the data querier
with the index I constructed by the data owner, input the
public key PK and ciphertext C of the data querier, and
compare the keyword W in the ciphertext with the
keyword W 'in the search token. If the same output 1,
otherwise, output 0.

3.3.3. Proxy Re-encryption

Proxy-re-encryption is a key conversion mechanism
between ciphertexts. In proxy re-encryption, a semi-trusted
agent converts the ciphertext encrypted with Alice's public
key PA to one encrypted with Delegatee Bob's public key PB
using the conversion key Rk generated by the delegator.
During this process, The agent can not get the plaintext
information of the data, thus reducing the risk of data leakage.

In 2006, Green et al. proposed an improved proxy

re-encryption scheme to protect distributed storage
applications, which is described as follows:

a. Setup (M): Input the safety parameter A, and output the
global parameter Params.

b. KeyGeneration(Params): Key generation algorithm,
according to the global parameter Params, generate user
A public key PKa=ga and private key SKa=a.

c¢. Re-Encryption Key Generation (RG): Re-encryption key
generation, user A entrusts the key to B by issuing the
re-encryption key tkA->B = gb/a.

d. First-LevelEncrypption (El): In the first stage of
encryption, the information m is encrypted with the
public key PKa=ga, so that it can only be decrypted by
the holder of SKa=a, and the output c=(Zak,mZk).

e. Second-LevelEncryption(E2): The second stage of
encryption, m is encrypted with the public key PKa=ga,
so that it can only be decrypted by the holder of SKa=a
and its agent, and output c=(gak,mZk).

f. Re-Encryption(R): Re-encryption, anyone maliciously
uses rkA->B=gb/a to change the second-level ciphertext
of A to the first-level ciphertext of B. Starting from
ca=(gak,mZk), calculate e(gak,gb/a)=Zbk, and then

issue cb=(Zbk,mZk).

g. Decryption (D1, D2): Decrypt, decrypt the ciphertext
ca=(0,p) and the key sk=a, calculate m=p/al/a. Decrypt
the second-level cipher text ca=(0,p) key sk=a, calculate

p/e(a,g)1/a.

3.3.4. Inverted Index Structure

An inverted index structure is a data structure that stores
content to map [21]. The purpose of this structure is to allow
fast full-text searches. The inverted index structure is the most
popular data structure used in document retrieval by
large-scale search engines. Assume that there is a document D,
set the document D={d1,d2... DN} is encrypted and stored in
an external database. Each document di contains a set of
keywords. Let w collection is the keyword in the document D
collection, including |w| = n is the total number of keywords.
Keyword and document sets are encrypted using different
encryption algorithms ENC (Searchable Encryption Scheme)
and E (Any Secure Encryption Scheme) and stored in an
external database and on the blockchain, respectively. The
keyword index set for the encrypted document is 1. The
corresponding data consumer can use a search token TK
containing the document keyword. The miner node on the
blockchain can conduct a binary search by calculating the
inner product of the search token vector and the index vector
to locate the matching index entries.

3.4. Algorithm Construction

In the scenario where the user A requests to access
theinformation of a department B, the algorithm is constructed
based on the re-encryption access control mechanism of
searchable agents [22]. The specific plan includes the
following 11 steps:

(1) Initialize:(GP, PK, MSK) « Setup(k, U)

Given the security parameter k of the system and the set of
all attributes U of the system, the public parameter GP, the
public key PK of the system and the master key MSK of the
system is generated.

(2) Key Generation:

KeyGen(PK, MSK, S,, Sg)

Input the public key PK of the system, the master key MSK
of the system, and the property sets of A and B,(SA,
SBCU);output the public and private key pairs of A and B.

(3) Re-encryption Key Generation:

ReKey(SK4,Sp), (M',p"), GP,PKg) © rkg_,a

Input B's private key SKB, attribute set SB, access sharing
structure (M ',p '), system's public parameter GP and user A's
public key PKA to generate the proxy re-encryption key.

(4) Cipher Encryption: CTg « E(m, (M’,p"), GP, PK,)

Enter the shared information plaintext, access sharing
structure, system public parameter GP and proxy
re-encryption key to generate the encrypted ciphertext. Also,
extract the keywords of the shared information plaintext.

(5) Cipher Re-encryption:CT, « RE(PK, GP, CTg, rkg_,4)

Enter the system public key PK, the system public
parameter GP, the encrypted ciphertext CTB and the proxy
re-encryption key. The proxy re-encryption ciphertext CTA is

((PKa, SKy), (PKg, SKg)) «
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generated on behalf of the node. After re-encryption is
completed, the storage is sent to an external server, which
sends the data storage location, LOCM, to the data owner B.

(6) Index Generation: I « E(PK, GP,w;)

Data owner B collects data with the keyword
w={wl,w2...,wn}, input key PK, output encryption index
I=(I1,12... In). The data owner B creates a new transaction,
appends the index I to the transaction and broadcasts the
transaction to the blockchain system. The transaction with the
index, just like the ordinary transaction in the blockchain, is
verified and added to the block by the alliance cluster nodes.

(7) Search token generation:

TK « TokenGen(MK, GP,w;), and user A builds the
search token.

User A generates the transaction and appends the search
token to the dealer to send to the surrounding miner node, the
union cluster node, for validation.

(8) Test: {0,1} « Test(l, TK, GP)

After receiving the search token Tk submitted by User A,
the alliance group node now carries out index matching in its
own stored blockchain copy.

(9) Ask (TK,I,GP) = E(LOC,,) or Terminate

Using search tokens for keywords and encrypted indexes,
the blockchain's federation cluster node performs a binary
search algorithm and returns the storage location of the
encrypted file.

(10)Ciphertext Decryption: m « D(PK, CTg, SKg)

Input the system public key PK, encrypted ciphertext CTB
and data owner B private key SKB to generate the inscription
information m.

(11)Re-encrypt Decryption: M « RD(CTy, SK,)

Enter the agent re-encrypt ciphertext CTB and visitor A's
private key SKA to generate the plaintext information m.

4. Function and Safety Analysis

Fine-grained access control: The access control mechanism
based on CP-ABE (Ciphertext Policy Attribute-Based
Encryption) proposed in this paper can achieve fine-grained
access control of data. The data owner defines the access
control policy by himself. At this time, the identity and
attribute information of the accessing user node are not
considered. The data access rights can be obtained as long as it
meets the access control policy formulated by the data owner.
Therefore, from the point of view of data ownership, this
scheme to meet the targeted attribute information access
control, is more in line with the needs of data access users to
achieve their fine-grained access control of data [19, 20].

Support keyword search: this scheme uses blockchain
technology and searchable encryption technology to realise
the user can improve the efficiency of obtaining the required
information through key retrieval when sharing information
resources. In sharing data with a large amount of data and
relatively vague classification, keyword searchable encryption
technology can reduce the storage load of blockchain, realise
one-to-many data sharing, protect data privacy, and improve
search efficiency. These will greatly help the quality of the
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information resource sharing model with large data volume,
frequent transactions, and many isolated information islands.

Protection of data privacy security: the data privacy
security in this scheme is enhanced by the blockchain
technology and the proxy re-encryption access control
mechanism, which can ensure the privacy security of data
resources. On the one hand, the blocks in the chain of
information data are stored encrypted, providing the
foundation for data privacy protection; at the time of data
information is sensitive information, such as the user's
real-time location address, personal privacy and information,
etc., can achieve high security of heavy encryption based on
the proxy access control scheme, achieving high secrecy of
information sharing. On the other hand, the restriction of
access control policy is a solid and effective guarantee to
provide private data security. Therefore, even if malicious
node attacks and obtains the ciphertext information of the
data, the plaintext data cannot be accepted because the access
control policy specified by the data owner cannot be satisfied,
and the corresponding proxy re-decryption key cannot be
obtained from the representative node, to ensure the security
of the privacy data [21, 22].

5. Conclusion

This paper analyzes and designs the data resource access
control mechanism based on blockchain technology in detail.
Firstly, the basic system architecture of the access control
mechanism is constructed, and the process of accessing the
share is described. Secondly, the attribute encryption
technology in access control is designed in detail. In the
method, cp-ABE and searchable proxy re-encryption
technology are mainly used to provide data sharing security
guarantees. Finally, it comprehensively analyzes the
blockchain-based access control mechanism involved in this
paper in terms of function and security. It proves that the
blockchain technology and the encryption technology
proposed in this paper play an essential role in the sharing of
traffic data resources, and can improve the security of the data
sharing process and have feasibility.

In future research, keyword ranking and fuzzy searchable
encryption are considered to develop a fine-grained ciphertext
search scheme to conduct fine-grained search queries for
ciphertext data and realize ciphertext search and access
control at the same time. It is hoped that multiple keywords
can be searched on blockchain in future research to protect
data privacy better. In addition to data privacy protection,
identity privacy protection will be strengthened. And if
further research can realize smart contracts and blind
signatures can be used to hide user identity and protect
identity privacy effectively would be better.
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